Cognex Designer Advanced — Section 2
User Control & Auditing Lab
Approximate Duration: 30 minutes

EXPECTED OUTCOMES:

e Add User Control to the application
e Audit any changes that happen with regards to a new user

EXPECTED VISUAL RESULT:

¢ COGNEX
DESI

Login Error

User: miguel
Password: esceee
Login

Timestamp Username Action Message

2/19/2015 11:19:48 AM | migued  |Logging In | Successful

Lagging Cut| Successful

migue Logging In | Successhul

migue Logging Cut| Successhul

M | migued Logging In | Successhul

migued Logging In | Successhul

migue Logging In | Successhul

migue Logging Cut| Successhul

migued Logging In | Successhul

migued Logging In | Successful

migue Logging In | Successhul

migue Lagging In | Successful

migued Logging In | Successhul

migue Logging In | Successhul

miguel  |Logging In | Successhul

1
1
1
1
migued Logging In | Successhul
1
1
1
1

migued Logging In | Successful

OUTLINE OF LAB:

1. Add User Control

a. Add User Account information

b. Add a login page to come up at start-up

c. Display on main page the current user logged in
2. Reset to default user after 1 minute of inactivity

a. Add an Inactivity Monitor
3. Add Audit Trail for changes in User Account

a. Display table on Login Screen

Challenge: Add Audit Table to a separate page that pops up from a button on the
login page. Only certain levels can see the Audit Table.
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Steps for the Lab:

1. Add User Control
a. Add User Account information
I. Go to the System area under the Explorer pane and double-click on
Users.

Explorer -

4 4 System

Alarms

Recipes
[&l Resources
Jf Settings

Tag Mana

ii. Add some users to the list like “admin”, “operator”, and “monitor”.
Give them passwords if you’d like.

' '

Authenticaticn Mode: [Standard v]

e Password CurrentAccesslevel
admin | 0 |

operator

Define User Properties

| Accept H Cancel ]
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Iii. Assign them some level of access

' h
< User Configuration - El@lg

Authentication Mode: [Siandard v]
Username Passwg ntAccessLevel
admin

operator

3
monitor I 0 |

Define User Properties

| Accept ” Cancel l

iv. Press Accept
b. Add a login page to come up at start-up
i. Add anew page and call it “LoginPage”.

4 LoginPage
4l MainPage

ii. Add some text, a TextBox, PasswordBox, and a button to the page.

User: miguel
Password: seccee
l Login

iii. Inthe Tag Manager, add a tag named “Input.Username” and one
called “Input.Password”. Make them both be strings.

Input.Userna me\ String

ut.Password String
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iv. Assign $Input.Username to the Text Property of the TextBox.

4 Common
Text ® Text

4 Default

=" Expression Builder (Text, String)

$input.username Help
Validate

@ Associations

1Y

Tag Selector
Insert
ag

Constant

Function

{1l

| | Result: String

v. Assign $Input.Password to the Password Property of the
PasswordBox

vi. Since we want to do more than one command, we need to enter a
script for the button. Right-click on the “Login” button and choose
“Scripts” and then “On Mouse Click”

User: miguel

Password: YY)

Logl =f Rename
)( Delete

#] Export

Cut

&
E3 Copy
F:Y

51 Toggle Lock

Scripts r On Mouse Click

On Mouse Mowve
On Mouse Enter

On Mouse Leave
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vii. Write the following code into the script:

if ($System.Users.Login($Input.Username, $Input.Password))
$HMI.ShowPage(*Main");

else

$HMI.ShowMessage("Please try again™);
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viii. Compile and make sure everything looks OK.

Task.Sequence Main Login Tag Manager Button.OnClick X

ey |?<| public static void OnClick(System.Object sender,5ystem.EventArgs e)

1:if (%5ystem.Users.Login($Input.Username, £Input.Password))
2 $HMI.ShowPage("Main");

3 else

4 §HMI.ShowMessage("Please try again"[}_:

c. Display on main page the current user logged in
i. On the Main page, add a label to display the current user.

< User: miguel

Logout

Close

"User:

+ $System.Users.CurrentUsername | Help

| @ Associations

|
| validate |
|
|

| Tag Browser
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ii. Also add a button that allows the user to login again

User: miguel

Logout

Close

iii. Use the Click Command Showing the

4 Commands
Click Command HML5howPage

pageMame @  LoginPage

4

iv. Set the login to be the start-up page by going to the page Properties
(right-click on page name).

Size & Position

X:| 000)Y:| 000 W: 1024.0H: 768.00|

Appearance

Title:

Background: Yellow

Behavior

Made: Standard

< Startup Page >

| Accept || Cancel |
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v. Tryitoutin Test Mode.

¢ COGNEX
DESIGH

User logged

User: miguel

Password: YY)

Login

2. Reset to default user after 1 minute of inactivity
a. Add an Inactivity Monitor

i. Right-Click on Component and add InactivityMonitor under

Utilities.
'l '

I Process Inactivity Monitor
4 | Jtilities

Disk Monitar Mani;or:_; thj IasF L:sa:rtl-l‘nput atr_'lc! calls t.hv.::|

Inactivity Monito user-defined script if the inac vity perio

- . exceads the timeout
Shift Register
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ii. Name it “ResetUser” and have the Timeout set to 1 minute

-

= Parameter Configuration

S

Mame

Timeout (mins)

A=)

e

1

w

Accept| [Cancel

ii. Right-Click on ResetUser and go to the Script ->

OnTimeoutExpired

ﬁ Components

Properties

Export

Delete

Rename

Secripts

On Timeout Expired t

iv. Add the following line to your script and compile

|Task.5equence

|Tag Manager

IButtcrr

1 %System.Users.Login{"monitor™, "");

Expired()
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3. Add Audit Trail for changes in User Account
e (o to Settings in the Explorer and choose Audit Trail

= Project Settings E'@

Cudit Tral >
Deployment

External Assemblies

General

Plugins

Scripts

Tasks

| oK | [ Cancel l [ Apply l

e Enable it and choose “mySQLdatabase” for the Selected Database and
select “New” to create “AuditTrail” as the Selected Table.

* ProjectSettings E=N Eoh ==
Audit Trail i )

Deplayment < Enghle Audit Trail

External Assemblies

General Selected Database: [m}rSQLdatabase vl

Plugins Selected Table: | AuditTrail - @
Scripts S

Tasks User Tag: System.Uszers.CurrentUsername

Ok | | Cancel | | Apply
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Add a query named “allAuditData” to AuditTrail Table that shows all
data. Make it limit to 10 and give information from most recent first.

Query Name: | allAuditData

Query Parameters Table Columns

Query Text
SELECT * FROM #TABLE Order by Timestamp DESC LIMIT 10 Timestamp | DateTime
Username | String
Action | 5tring

Message | String

Timestamp Username Action Message

Execution Time: 3.5ms

| Accept || Cancel

Go back to the script for the “Login” button on the Login page and add the
following to the script — make sure you compile.

(o x public static void OnClick(System.Object sender,System.EventArgs e)
1:if ($System.Users.Login($Input.Username, $Input.Password))

{
System.AuditTrail.log({"New User", "System Change");
Z SHMI.ShowPage("Main");

=

5 else

7 %HMI.ShowMessage("Please try agein”);
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a. Display table on Login Screen
I. Add a table to the login screen and link it to the AuditTrail query.

¢ - COGNEX
DESI

User logged

User: miguel

Password: eooo0e

Login

Timestamp Username Action Message
2/19/2015 11:19:48 AM | miguel Logging In | Successful
2/19/2015 11:19:49 AM Logging Out | Successful

2/19/2015 11:21:13 AM | miguel Logging In | Successful

2/19/2015 11:21:13 AM | miguel Logging Out | Successful

2/19/2015 12:03:21 PM [ miguel Logging In | Successful

2/19/2015 1:51:51 PM | miguel Logging In | Successful

2/19/2015 1:57:22 PM [ miguel Logging In | Successful

2/19/2015 1:57:31 PM [ miguel Logging Out | Successful

2/19/2015 1:57:33 PM [ miguel Logging In | Successful

2/19/2015 2:07:08 PM | miguel Logging In | Successful

2/19/2015 2:08:41 PM [ miguel Logging In | Successful

2/19/2015 2:222:25 PM [ miguel Logging In | Successful

2/19/2015 251:11 PM [ miguel Logging In | Successful

2/19/2015 3:10:02 PM | miguel Logging In | Successful

2/19/2015 3:50:49 PM [ miguel Logging In | Successful

2/19/2015 3:57:01 PM [ miguel Logging In | Successful

2/19/2015 4:00:03 PM | miguel Logging In | Successful

4 Common

Caolumns (Collection)

Source
4 Default
Height

Opacity
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ii. Go into Test Mode and try out the changes
¢ - COGNEX
DES
User logged
User: miguel
Password: ecccee
Login
Timestamp Username Action Message
2/19/2015 11:19:48 AM [ miguel Logging In | Successful
2/19/2015 11:19:49 AM Logging Out | Successful

2/19/2015 11:21:13 AM | miguel Logging In | Successful

2/19/2015 11:21:15 AM | miguel Logging Out | Successful

2/19/2015 12:03:21 PM [ miguel Logging In | Successful

2/19/2015 1:51:51 PM [ miguel Logging In | Successful

2/19/2015 1:57:22 PM [ miguel Logging In | Successful

2/19/2015 1:57:31 PM | miguel Logging Out | Successful

2/19/2015 1:57:33 PM [ miguel Logging In | Successful

2/19/2015 2:07:08 PM [ miguel Logging In | Successful

2/19/2015 2:08:41 PM [ miguel Logging In | Successful

2/19/2015 2:22:25 PM | miguel Logging In  |Successful

2/19/2015 225111 PM [ miguel Logging In | Successful

2/19/2015 3:10:02 PM [ miguel Logging In | Successful

2/19/2015 3:50:49 PM | miguel Logging In | Successful

2/19/2015 3:57:01 PM [ miguel Logging In | Successful

2/19/2015 4:00:03 PM [ miguel Logging In | Successful

Challenge: Add Audit Table to a separate page that pops up from a button on the
login page. Only certain levels can see the Audit Table.
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